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Abstract

The article examines security threats to frontend applications integrated with large language
models. The aim of the study is to develop a methodological approach to mitigating the risks of
LLM integration in the frontend, taking into account both classical web threats and new LLM-
specific threats. The study demonstrates that the integration of an LLM into the user interface
transforms the application’s risk profile. The specific features of LLM-integrated frontend
applications are revealed, a threat classification is developed, and the differences between classical
frontend/web vulnerabilities and threats related to prompt injection, prompt leaking, data
exfiltration, RAG poisoning, and unsafe tool calls are identified. Particular attention is paid to
prompt injection as a threat to LLM integration that can lead to the bypassing of system rules,
leakage of user and system data, distortion of model responses, and execution of undesirable actions
through connected tools. A typical risk mitigation algorithm is proposed, including procedures for
inventorying LLM functions, classifying data, separating instructions from user input, limiting
model permissions, validating responses, logging, and red-team testing. The practical significance
of the study lies in the applicability of the proposed approach to the design and maintenance of
frontend applications with LLM interfaces.
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AHHOTaLUA

B cratee paccMaTpuBAaKOTCS yrpo3bl  0e30macHOCTH /it (POHTEHA-TIPUIOXKEHUH C
WHTerpalyell OOJIbIINX S3BIKOBBIX Mojesiedi. Llesb uccienoBaHUs COCTOUT B pa3paboTke
MeTO/IMUeCKOT0 TIO/[XOfa K CHIDKeHWI0 pUCKOB LLM-uHTerpaiv BO (pPOHTEHJe C yueToM
K/IJaCCUYeCKUX BeO-yrpo3 M HOBBIX yrpo3, creluduusbix Aas LLM. O6ocHOBaHO, UTO BK/IHOUEHHE
LLM B nonb3oBaTenbCKuii UHTepdeiic TpaHchopMupyeT Npoduib pyucka MpuaoykeHus. PackpeiTa
crietjiuka bpoHTeHA-TIpUIoKeHUH ¢ LLM-uHTerpauyet, chopMrpoBaHa KiacCU(pUKaLYs yrpo3,
BbI/Ie/IeHbl Pa3/nuMsi MeXAy K/IaCCUUeCKUMHU YSI3BUMOCTAMH (POHTEH[- U BeO-TIPUIOKeHUM U
yrpo3amu, CBs3aHHBIMH C prompt injection, prompt leaking, data exfiltration, RAG poisoning u
unsafe tool calls. Ocoboe BHMMaHHe yzaeneHO prompt injection kak yrpo3e LLM-uHTerpamnuu,
CriocoOHOM MPUBOAUTL K 00XOy CHCTEMHBIX TpaBWI, yTeUKe I0JIb30BaTebCKUX U CITy>KeOHbIX
JlaHHBIX, MCKa)XeHHI0 OTBeTa MOJEeNId U BbIMIOJIHEHUIO HeXKejaTe/lbHbIX [IeHCTBUM 4Yepe3
MOJK/IFOUeHHble UHCTPYMeHThI. [Ipe/sio)keH TUIOBOM alrOpUTM CHIDKEHMSI PUCKOB, B KOTOPBIU
BXOAAT TIpoLeAypbl WHBeHTapusauuu LLM-QyHkumid, KnaccuukalMv [JaHHBIX, pasfeeHus
VHCTPYKLUMM M T10/Ib30BaTe/IbCKOTO0 BBOJla, OrpaHWYeHHsi Orepaluii MoJend U TOJAK/IH0YeHHbIX
VHCTPYMEHTOB, TIPOBEPKU OTBETOB MO/, IOTHPOBaHus U red-team TectrpoBaHusi. [IpakTrueckas
3HaUMMOCTb MCCJ/Ie[IOBaHUSI COCTOMT B BO3MO)KHOCTM MPHMMEHEeHUsl MPeJJ/IOKeHHOro TMoAxoja Mpu
TPOEKTHPOBAHUM U COTIPOBOXKeHUHU (hpoHTeH I-TipuaokeHui ¢ LLM-unTtepdeiicamu.

Keywords: frontend application, LLM, prompt injection, prompt leaking, web security,
frontend security, data leakage, RAG poisoning, unsafe tool calls, risk-based approach.

KioueBblie cioBa: ¢poHTeHA-ripunokenue, LLM, prompt injection, prompt leaking, web
security, frontend security, data leakage, RAG poisoning, unsafe tool calls, risk-based approach.

Introduction

Modern frontend applications are increasingly equipped with LLM-based interfaces,
including chatbots, search assistants, content generation tools, document analysis systems, and data
assistants. Such applications process not only forms, tokens, cookies, API requests, and browser
data, but also prompts, conversation history, system instructions, model outputs, external
documents, and the results of tool calls. As a result, the boundary between user data and control
instructions becomes less distinct. Indirect prompt injection exploits this convergence of data and
instructions, as a malicious instruction may enter the application through a document, web page, or
another external source whose content is subsequently passed to the model [1, pp. 81-82].

The relevance of the study stems from the fact that the frontend layer of an application often
serves as the user's first point of interaction with an LLM, as it is responsible for collecting user
input, displaying model responses, initiating API requests, and transmitting session-related
information. A vulnerability at this layer may result in the leakage of user data, disclosure of system
instructions, unauthorized tool invocation, or the generation of unsafe responses. Therefore, these
risks should be taken into account during the application design process.

The aim of the study is to develop a methodological approach to mitigating the risks
associated with LLM integration in frontend applications.
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Research methodology

The study is based on a comparative analysis of the scientific literature on the security of
LLM-integrated applications, as well as studies on prompt injection, prompt leaking, Prompt-to-
SQL injection, structured queries, and the Instruction Hierarchy. In addition, a scenario-based
analysis of a typical frontend application with an LLM interface was conducted.

The object of analysis is a web application in which the user interacts with an LLM through a
web browser. The analysis covers user request submission, data collection from the user interface
(UI), prompt construction, transmission of the request to the backend, communication between the
backend service and the LLM, presentation of the model response, as well as the potential execution
of actions through APISs, retrieval-augmented generation (RAG), or the tool layer.

The overall risk associated with an LLM-integrated frontend application can be expressed as
follows:

Rtotal = Rweb + RLLM + Rdata + Rtool:

where R, represents classical web security threats; Ry, represents threats associated with
prompt injection, jailbreak, prompt leaking, and output manipulation; R, represents the risk of
user and system data leakage; R;,, represents the risk of undesirable actions performed through
APIs, RAG, plugins, and external services.

For practical risk assessment, a five-point scale is used for two parameters: likelihood and
impact. The overall risk priority is determined as the product of these parameters:

Risk Score =L I,

where [ denotes the likelihood of the threat occurring, and J represents the severity of its
impact.

Results and discussion

An LLM-integrated frontend application differs from a conventional web interface in that part
of its behavior is determined by the processing of natural language. The user enters a free-form
request, which the model interprets in relation to the system instructions and uses to generate a
response. When tools are connected, the model output may be used by the application to call an
API, search a knowledge base, generate an SQL query, send a message, or modify data.

The distinctive characteristics of an LLM-integrated frontend application can be described by
four key features: open-ended user input, the presence of system instructions, the processing of
external data, and the ability to invoke tools (tool calls). Users may provide the model not only with
data but also with malicious instructions intended to circumvent established safeguards. The system
prompt, developer instructions, and processing rules may contain information about the
application's internal logic. In addition, documents, web pages, emails, and RAG data sources may
include hidden instructions, while connected tools can transform an incorrect interpretation of such
instructions into an operational risk.

Based on the above analysis, the following classification of threats to LLM-integrated
frontend applications has been developed:
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XSS
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Figure 1. Classification of threats to LLM-integrated frontend applications. Source: compiled by
the author

A comparison of the two broad categories of threats reveals the following key differences
(Table 1):

Table 1. Comparison of conventional threats to frontend and web applications with threats
specific to LLM-integrated applications

Criterion Conventional frontend and web applic | LLM-specific threats
ation threats

Primary source Application code, DOM, APIs, depend- | Prompts, external text, RAG sources, model
encies, browser storage responses

Attack mechanism Exploitation of technical vulnerabilities | Manipulation of model behavior through textual

instructions

Typical example XSS, CSRE, token leakage Prompt injection, prompt leaking

Protected assets Frontend code, user sessions, tokens, System prompts, user data, application policies,
API requests tool calls

Primary security SAST, DAST, Content Security Policy Prompt testing, output validation, red-team testing

controls (CSP), dependency scanning

Typical impact Session hijacking, arbitrary code execu- | Policy bypass, prompt disclosure, unauthorized
tion, token leakage actions

Security control Frontend, backend, HTTP headers, Prompt layer, policy layer, tool layer, logging

layer browser storage

One of the key security threats associated with LLM integration is prompt injection. In a
direct prompt injection attack, the user explicitly submits an instruction intended to alter the model's
behavior. In an indirect prompt injection attack, the malicious instruction is embedded in external
content, such as a document, web page, email, knowledge base, or text retrieved from a third-party
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source. According to the study in [2, p. 1], prompt injection can lead to prompt theft, unauthorized
use of LLM capabilities, and the circumvention of application safeguards. The proposed HouYi
attack method was evaluated on 36 real-world LLM-integrated applications, of which 31 were
found to be vulnerable [2]. Figure 2 illustrates the attack chain through an LLM interface.

CID_) | | | | |

Figure 2. Prompt injection attack chain through an LLM interface. Source: compiled by the
author

Thus, the attack chain begins with untrusted input, such as a user message, external document,
web page content, a fragment retrieved from a RAG source, or the output of another tool. A prompt
is then constructed at the frontend or backend layer, where user-provided data may be combined
with system instructions. If the model does not reliably distinguish between trusted instructions and
the data being processed, it may incorrectly interpret a malicious command embedded in the data as
an instruction to execute. When the attack succeeds, the command affects either the generated
response or the selection of a subsequent action. This may result in the disclosure of system
instructions, exposure of another user's data, generation of malicious code, manipulation of
recommendations, or an unauthorized call to an external tool.

LLM resilience to prompt injection is commonly evaluated using benchmark-based
approaches. Such attacks can be tested against large collections of adversarial and defensive
prompts, making a single manual assessment insufficient to establish the security of an LLM
interface [3, pp. 1-3]. Another important threat is prompt leaking, an attack aimed at extracting the
system prompt, which may contain processing rules, internal constraints, response templates, and
information about the application's security policies [4, p. 3600]. Web applications are also
vulnerable to Prompt-to-SQL injection, in which a user prompt influences the generation of SQL
queries. Accordingly, effective protection should include the principle of least privilege, validation
of generated SQL queries, and verification of database operations before execution [5, p. 1778].
Based on the above analysis, a general algorithm for mitigating the risks associated with LLM
integration can be proposed (Figure 3)
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Figure 3. General algorithm for mitigating the risks of LLM integration in frontend applications.
Source: compiled by the author

The standard algorithm for mitigating the risks of LLM integration is structured as a
sequential procedure for controlling data, prompts, the model, tools, and the user interface. It begins
with an inventory of LLM-enabled functions, data classification, and the identification of untrusted
input sources. The next step involves separating system instructions from user-provided data in
accordance with the StruQ approach [6, p. 2383]. Subsequent stages include restricting the model's
permissions, validating outputs, controlling tool calls, conducting red-team testing, and monitoring
security incidents. Critical actions initiated through an LL.M must undergo server-side validation, be
restricted by an allowlist and the principle of least privilege, and require user confirmation. Such
actions should be executed by the application or the tool layer rather than by the model itself.
Before being displayed, model responses must undergo output validation and checks for personal
data leakage, while HTML and Markdown content must be sanitized. In addition, instruction
priority should be explicitly defined so that system instructions and developer instructions take
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precedence over user input and third-party data. This principle is consistent with the Instruction
Hierarchy approach and reduces the risk of internal rules being overridden by untrusted content [7,
p. 2].

Practical implementation of the proposed algorithm requires that secrets never be included in
prompts, user input be explicitly identified as untrusted, and API and tool calls be executed through
a backend service with appropriate authorization checks [8, p. 10471]. Security measures specific to
the LLM layer complement, rather than replace, conventional frontend and web application security
practices. Accordingly, Content Security Policy, secure token storage, dependency management,
protection against XSS attacks, and validation of generated HTML and Markdown content remain
essential. The decision to enable an LLM-powered function should be based on an assessment of
the residual risk, particularly when the function involves personal data, financial transactions,
internal documents, or legally significant operations.

To summarize the proposed approach, Figure 4 presents a conceptual assessment of risk levels
before and after the implementation of protective measures. It highlights differences between threat
categories, the relationship between likelihood and impact, the effectiveness of security controls,
and the distribution of risks across the different layers of the application

Risk Level Before and After Controls Likelihood, Impact and Risk Score
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M Prompt Injection Reduction ™ Data Leakage Reduction
B Unsafe Tool Call Reduction M Operational Complexity BRisk Before Controls ~ WRisk After Controls

Figure 4. Comparison of risk levels for an LLM-integrated frontend application before and after
the implementation of security measures. Source: compiled by the author

The results indicate that the highest baseline risk is associated with indirect prompt injection,
direct prompt injection, data exfiltration, and prompt leaking. Within the proposed model, the level
of risk decreases across all threat categories following the implementation of security measures;
however, residual risk remains for indirect prompt injection and RAG poisoning [9, p. 3827].
Jailbreak attacks constitute another relevant threat, as specially constructed user instructions may be
used to circumvent the behavioral restrictions imposed on the model [10, p. 1486]. Particular
attention should be paid to the prompt construction layer, as it is the point at which user input,
system instructions, and application data are combined.
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Conclusion

Frontend applications with LLM integration require a dedicated risk-oriented approach to
security. While conventional web security threats remain relevant, they are supplemented by risks
specific to LLM-based systems, including prompt injection, prompt leaking, data exfiltration,
unsafe tool calls, and RAG poisoning. Prompt injection should be regarded as one of the most
critical threats because it exploits the model's ability to follow natural language instructions and
may enable the circumvention of application security policies. The scientific contribution of this
study lies in distinguishing between these two categories of threats and in developing an algorithm
for mitigating the risks associated with LLM integration. The practical value of the proposed
approach lies in its application to the design, development, and maintenance of LLM-based
interfaces.
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